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Set Membership Statements
- Hiding in a crowd
- Ring Signatures

Verify (pk,,0)=1 or Verify (pk,,0)=1 or ... or Verify (pk,0)=1
- Confidential Transactions (ala. Monero or ZCash)
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Our Contributions

- Framework for Efficient Set Membership in MPC-in-the-Head
- Integration into known MPC-in-the-Head
- Applications:

Smallest Symmetric PQ ring signatures

Extremely Simple RingCT Transactions
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Our Approac

Preprocessing Coordinator
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[KKW18] PQ Ring Signatures

Dominates the Circuit Size

Set Membership Authentication
via Merkle Tree
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Our PQ Ring Signatures
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Ring size: 27 910 13 Assumption
Derler et al. [13]| 982 KB 1352 KB 1722 KB|| Symmetric Key
Katz et al. [33] | 285 KB 388 KB 492 KB || Symmetric Key

This Work 52 KB 56 KB 60 KB Symmetric Key

Ring size: 9° 2° 2 Assumption
Libert et al. [39]| 52 MB 94 MB 179 MB SIS
Torres et al. [51]| > 124 KB >900 KB 61 MB Ring-SIS
Esgin et al. [14] | 41 KB 58 KB 256 KB || M-LWE & M-SIS

This Work 46 KB 50 KB 59 KB Symmetric Key
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Also in the Paper

- Non-Black Box Integration into existing MPC-in-the-Head protocols

- Super Simple & Efficient PQ RingCT
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Ring size:

Derler et al. [13]
Katz et al. [33]

t
982 KB 1352 KB 1722 KB —
285 KB 388 KB 492 KB -
52 KB 126 ms 56 KB 210ms 60 KB 1980 ms
56 KB 3437 ms 60 KB 16080 ms

This Work (Server)

This Work (Laptop) 52 KB 2163 ms

Ring/group size:

213

Server: Xeon E5-2695 (18 Cores, 2.10 GHz)

t

1.72MB —
492 KB 3.6s

1.35 MB —
388 KB 2.8s

982 KB —
285 KB 2.0s

Derler et al. [21]

I

Boneh et al. [12] 1.37MB —  185MB —

532 KB 3.8s

Server: Xeon E5-2666 (10 Cores, 2.60 GHz) 315 KB 23s 418 KB 3.0s
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Super Simple PQ RingCT Transactions

Parts of a PQ RingCT Construction:

1. Demonstrating authorization to spend hidden coin
2. Double-spend protection

3. Output coin well formed

4. Range proofs
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Super Simple PQ RingCT Transactions

Parts of a PQ RingCT Construction:

l.

2.
3.
4

Demonstrating authorization to spend hidden coin
Double-spend protection

Output coin well formed

Range proofs
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Super Simple PQ RingCT Transactions

Parts of a PQ RingCT Construction:

b s

Demonstrating authorization to spend hidden coin (ring signature)

Double-spend protection
Output coin well formed
Range proofs
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~
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Super Simple PQ RingCT Transactions

Parts of a PQ RingCT Construction:
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Super Simple PQ RingCT Transactions

Parts of a PQ RingCT Construction:

Demonstrating authorization to spend hidden coin (ring signature)
Double-spend protection (LowMC as PRF)
Output coin well formed (Trivial addition)

b s

Range proofs (Do addition without

/OujrADD?h:

overflow)
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