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Generating Random Numbers

Software Requiring Random Numbers

“Any one who considers arithmetical methods of producing 
random digits is, of course, in a state of sin.” –John von 
Neumann



Generating Random Numbers

Software Requiring Random Numbers

Operating System
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Using a Random Process

“Lavarand” GeneratorRadioactive Decay Hardware



Linux Random Number Generator



Problems



Tension between academics and developers

Designed Decades Ago

The design is known by academics to be theoretically flawed

Developers resist change on the grounds that no practical attack 
has been made



“Mining Your Ps and Qs”*

Flaw in design led to attack during computer startup

Fixed the startup issue, but did not rework overall design

*Nadia Heninger, Zakir Durumeric, Eric Wustrow, and J. Alex Halderman. Mining your Ps and 
Qs: Detection of widespread weak keys in network devices. In Proceedings of the 21st USENIX 
Security Symposium, August 2012.



Our Project



Measuring the LRNG in Real Use Cases

Linux source code is very complex

Create a standard testing framework that can be used without a 
thorough understanding of the source code



Generating Logs

Challenge: The LRNG source code is tightly woven into the 
operating system source code

Solution: We can create our own modified version of the 
operating system and install it on a computer



Storing Data

Challenge: We cannot save logs without making events that 
would need to send more logs

Solution: Send logs to another machine for persistent storage

Generation Collection









Analysis and Results



Experimentation

Run experiment with “typical computer usage”

Web browsing, desktop applications, etc.

We are among the first researchers to gather this data





Ignoring Best Practices

There are 2 ways to generate values

Performance vs. Stronger Security Guarantees

Empirical observation: application developers almost always 
choose the more performant option





Firefox vs. Tor:  Logging into Facebook

~1500 Bytes ~1600 Bytes



What’s Next



Ongoing Research

Use our tool to discover if theoretical vulnerabilities* result in real-
world attacks

Demonstrate that manipulating inputs can lead to biased outputs

*Dodis, Y., Pointcheval, D., Ruhault, S., Vergniaud, D., Wichs, D. Security analysis of pseudo-random 
number generators with input: /dev/random is not robust. In Proceedings of the 2013 ACM SIGSAC 
Conference on Computer Communications Security, CCS 2013, November 2013.



Open Source

Plan to release source code to the community

Enable theory-minded researchers to conduct practical analysis

More people = More convincing argument



Underlying Motivations

Linux is ubiquitous in the world of computing

Design of a core component is known to be theoretically flawed

Discover vulnerabilities before they can be used
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