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Abstract—Device-free Passive (DfP) localization is a new con-
cept in location determination where the tracked entity does not
carry any device nor participate actively in the localization pro-
cess. A DfP system operates by processing the received physical
signal of a wireless transmitter at one or more monitoring points.
The previously introduced DfP system was shown to enable the
tracking of a single intruder with high accuracy in a highly
controlled WLAN environment. In this paper, we propose and
analyze different algorithms for DfP tracking in a #ypical indoor
WLAN environment, rich in multipath. We also study the effect
of the temporal and spatial changes in the environment on the
accuracy of the system. In addition, we evaluate the effect of the
different configurations of the wireless equipment placement on
the DfP localization accuracy. Our results show that our proposed
techniques can accurately track the user in typical environments,
thus enabling a large number of DfP applications.

Index Terms—Deterministic localization algorithms, device-
free localization, probabilistic localization algorithms.

I. INTRODUCTION

The rapid advancements in communication networks and the
introduction of location based services (LBS) have motivated
significant research effort in the area of location determination.
This effort resulted in the development of many location de-
termination systems, including the GPS system [1], ultrasonic-
based systems [2], infrared-based (IR) systems [3], and radio
frequency-based (RF) [4] systems. All these systems require
a device to be attached to the tracked entity, which may be
responsible to run part of the localization algorithm. Therefore,
we refer to these systems as device-based active localization
systems.

Recently, we introduced device-free passive DfP localiza-
tion for standard wireless networks [5], [6]. DfP localization
enables the detection and tracking of entities without requiring
any attached devices or active participation on their part. In ad-
dition, it works with already installed wireless communication
networks without requiring any specialized hardware, which
increases the value of the underlying network by extending
its services to support the localization function besides and
without affecting the original communication function.

DfP systems are attractive for many practical applications
including: intrusion detection and tracking, sensor-less sens-
ing, low cost surveillance, and home automation.
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A DfP system consists of signal transmitters, such as access
points (APs), signal receivers or monitoring points (MPs), such
as standard laptops, and an application server (AS) which
collects information about the received signals from each MP.
The AS uses this information to perform the localization
functions and initiate actions as needed.

The DfP concept utilizes the fact that RF characteristics
are functions of the surrounding environment. Changes in
the received physical signals can be related to changes in
the environment. Among these changes, we are interested in
the movement of entities inside an area of interest. Humans
in particular, considerably affect RF waves in the 2.4 GHz
band [7], e.g. IEEE 802.11b/g, as it contains the resonance
frequency of water which comprises a significant fraction of
the human body. Our first DfP system [5] revealed promising
capabilities of very high probability of detection and accurate
tracking of a single intruder in a highly controlled WLAN
environment using simple algorithms.

In this paper, we propose and analyze the performance of
four different DfP tracking algorithms in a typical wireless
environment, rich in multipath. Our algorithms fall into two
categories: deterministic and probabilistic. For the probabilis-
tic case, both parametric and non-parametric distributions are
used to estimate the complex relation between signal char-
acteristics and the user’s location. We evaluate the proposed
algorithms in a typical environment and study the effect of
the temporal and spatial changes in the environment on the
accuracy of the system. We also compare different config-
urations of APs and MPs placement and suggest a simple
approach for selecting a configuration that enhances the system
performance.

The rest of this paper is organized as follows: Section II
reviews related work in the area of location determination. Sec-
tion III presents the proposed algorithms. Section IV analyzes
the system’s tracking performance. Section V studies the effect
of changing the configuration on the tracking performance.
Finally, Section VI summarizes the paper and sheds some light
on future work.

II. RELATED WORK

In WLAN device-based active localization, e.g. [4], [8] the
system usually works in two phases: an offline training phase



and an online operational phase. In the offline phase, the sys-
tem learns about the relation between RF characteristics and
the possible user’s locations. Then, during the online phase, the
system infers the user’s location from the measurements of the
received signals collected by the client device. The Received
Signal Strength Indicator (RSSI) is the most commonly used
signal characteristic as it is much easier to estimate by client
devices than Time of Arrival (ToA) or Angle of Arrival (AoA),
which require specialized hardware.

In a typical indoor environment, fading effects due to
multipath propagation and shadowing from obstacles present
a hostile propagation medium for RF waves [7]. As a result,
most WLAN based systems use a radio map to capture
the complex relation between RSSI readings and the user’s
location. During the offline phase, the system constructs an
active radio map that stores information about the RSSI from
each AP at a selected set of locations. This radio map is
searched in the online phase to find the location that best
matches the physical signals received by the client device.

There are two basic classes of techniques to perform this
matching operation: deterministic techniques and probabilistic
techniques. Deterministic techniques represent the RSSI by a
scalar value, most commonly the mean value, and use distance
based methods to find the closest match. The RADAR [8]
system, for example, uses a nearest neighbor search to estimate
the user’s location. On the other hand, probabilistic techniques
use the training information to estimate RSSI distributions
at each location and use probabilistic methods to find the
match with the maximum likelihood. The Horus [4] system,
for example, uses a Bayesian inversion based search to infer
the user’s location.

The fundamental difference between a DfP system and
device-based active localization systems is that the user carries
no devices and all measurements are collected at monitoring
points and forwarded to a centralized application server for
processing. Therefore, the passive radio map is constructed
during the offline phase by recording the effect of a person
on the RSSI measurements for each stream, i.e. AP and MP
pair, when a user is located at the selected set of locations that
covers the area of interest. Similarly, in the online phase, each
MP periodically sends the RSSI received from each AP to the
AS where the matching operation is performed.

Ultra-wide band radar [9], computer vision [10] and physi-
cal contact [11] based systems can be classified as device-free
passive localization systems. However, they require specialized
hardware with possible high installment costs, which makes
them less appealing in practice.

III. DEVICE-FREE PASSIVE LOCALIZATION

In this section, we present different algorithms for DfP
localization. The algorithms work in two phases: an offline
training phase and an online tracking phase.

A. Offline Phase: Passive Radio Map Construction

Given an area of interest that has /N calibration locations
and a set of n APs and m MPs (m X n streams), a person

stands at each of the IV locations for a period of time and RSSI
values from each stream are processed and stored in a radio
map. This is done only once during an offline phase. What the
radio map stores depends on the localization algorithm being
used as explained in the next subsection.

B. Online Phase: Tracking Algorithms

During the online phase, the system is required to determine
the location of a passive user. Let k, the number of streams,
equal m x n. The AS periodically receives form the MPs a
k-dimensional signal strength vector 5, where each entry 3;;
denotes the signal strength received at MP ¢ from AP j. The
goal is to determine the radio map location that is closest to
the passive user’s location. We propose four algorithms for
estimating the user’s location that fall into two categories:
deterministic and probabilistic.

1) Deterministic Algorithm: We propose a Nearest Neigh-
bor in Signal Space (NNSS) algorithm. For this deterministic
algorithm, at each location in the radio map, the system stores
a vector, with each entry representing the mean of one of the
k streams when the user is standing at this location. During
the online phase, the algorithm selects the radio map location
[ that minimizes the Euclidean distance between the received
signal strength vector s and the mean signal strength vector
sy stored for that location.

arg min, Z Z(@-j —51,,)° (1)

i=1 j=1

2) Probabilistic Algorithms: We propose three Bayesian
inversion based probabilistic algorithms. The three algorithms
select the radio map location [ that maximizes the probability
P(1/3) expressed as:

P(l)
P(s/l).—= 2
arg max; P(5/1) PG) 2)
P(5) can be factored out from Equation 2 as it does not
depend on any location [. In addition, assuming a uniform
user profile', i.e. all locations are equiprobable, Equation 2
reduces to:

arg max, P(l/5) =

arg max,; P(5/1)

m n

= arg max H H P(5;/l) (3

i=1j=1

arg max, P(l/5) =

We use three different algorithms for estimating the density
function P(5;;/1):

1) A Parametric Approach (Gaussian): Assumes that the
RSSI values for each stream at each location follow
a Gaussian distribution. The radio map stores the esti-
mated mean and variance for each of these distributions.

2) A Non-parametric Histogram-Based Approach (His-
togram): The radio map stores the RSSI histogram of
each stream at each location.

UIf the user profile is known, it can be used as in Equation 2.
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Fig. 1. Experiment 1 Layout.

3) A Non-parametric Kernel-Based Approach (Gaussian
Kernel): The radio map stores an estimate for the density
function of the RSSI values. This estimate is based on
the Gaussian Kernel function described in [12].

In the next section, we study the performance of the system
using the above algorithms. We refer to the deterministic
NNSS algorithm by deterministic while we refer to each
probabilistic algorithm by its density estimation method.

IV. TRACKING PERFORMANCE

In this section, we describe the environment in which we
conducted our experiments. We also present the metrics we
used to evaluate the tracking accuracy of the system. Finally,
we analyze the results of our experiments.

A. Experimental Testbed

Our experiments were conducted in a typical IEEE 802.11b
home environment with two access points and two monitoring
points. We used two Cisco Aironet 1130AG series access
points and two HP laptops running Windows XP Professional
each equipped with a D-Link AirPlus G+ DWL-650+ Wireless
NIC. The experiment considered a single room covered with
typical furniture. The room was discretized into six locations
spaced one meter apart, representing the radio map locations.
We chose to have a small scale experiment, in the same scale
as the one used in the controlled experiment [5], for a fair
comparison. Figure 1 shows the layout of the first experiment.

To construct the passive radio map, a person stood at
each location and each MP recorded 300 samples, taking one
sample each second. The person kept standing in the same
orientation for all locations. We study the effect of orientation
change in Section IV-C2.

B. Evaluation Metrics

We used two metrics to analyze the tracking performance:
the average distance error and the probability of error.

1) Average Distance Error: The average distance error
between the estimated and true user’s locations over all test
cases.

2) Probability of Error: The probability that the location
estimated by the DfP tracking system does not match the true
location exactly. This is directly related to the number of times
the system identified the user’s location correctly.

TABLE I
CROSS-VALIDATION TRACKING RESULTS FOR EXPERIMENT 1 WITH 90%

CONFIDENCE.
[ Algorithm | Average Distance Error  Error Probability |
Gaussian Distribution 0.201(£0.0092)m 0.0835(40.0036)
Histogram 0.176(£0.0091)m 0.0727(40.0037)
Gaussian Kernel 0.175(£0.0091)m 0.0723(40.0037)
Deterministic 0.214(40.0088)m 0.0874(40.0033)

C. Performance Evaluation

We tested the tracking performance of our system using
two techniques: cross-validation and independent test sets. The
cross-validation experiment represents the ideal environment,
while the independent test sets present the effects of the tem-
poral and spatial changes in the environment on the accuracy
of the system.

1) Cross-Validation: Ideal Environment: We performed our
analysis using 10-times 10-fold cross-validation as recom-
mended in [13]. The training data set is divided randomly into
ten subsets. Then, each individual subset is used as testing
data, and the other nine subsets are used for training the
system. This process is repeated ten times. Finally, the results
are averaged over all tests.

Accuracy: Figure 2 shows the distance error CDF of the
four algorithms using cross-validation. Table I summarizes the
results. The results show that probabilistic techniques perform
better than the deterministic one. As shown in the table, the
Gaussian kernel and histogram methods are almost equiva-
lent and are better than the Gaussian approximation and the
deterministic algorithms. In addition, the confidence intervals
of the Gaussian distribution and the deterministic algorithm
are overlapping. A paired-t significance test shows that the
Gaussian distribution method is statistically significantly better
than the deterministic algorithm. Therefore, we can conclude
that probabilistic algorithms outperform the deterministic al-
gorithm. In addition, the non-parametric techniques perform
better than the parametric one. This can be explained by noting
that the non-parametric estimation attempts to find an estimate
for the density function of the signal distribution, whereas the
parametric technique assumes that the signal strength follows a
specific distribution. This can lead to higher errors, especially
if the original signal distribution deviates from the assumed
one.

Number of streams: To study the effect of the number of
streams on the accuracy of the system, we tested all possible
combinations of APs and MPs. Figure 3 shows the average
distance error for these combinations. We can see from the
figure that as the number of streams is increased (either by the
addition of either MPs or APs), the system performs better. In
addition, the placement of APs and MPs directly affects the
system performance, as we study in more details in Section
V.

2) Independent Test Sets: Temporal and Spatial Changes:
To better evaluate the accuracy of the system in typical envi-
ronments, we tested the system using independent test sets that
show the effect of the time change and user’s orientation. Table
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Fig. 2. Distance error CDF for Experiment 1 using cross-validation.
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II shows the performance of the system under two independent
test sets using the Gaussian Kernel method compared to the
cross-validation results. We also compare the results to that
of a random location selection method that returns one of the
radio map locations randomly as a baseline for comparison.
Each independent data set contains 60 samples per location
taken with a rate of one sample per second. The goal of this
study is to identify the factors that affect the accuracy of the
system in practice.

The results show that, as expected, the cross-validation
results overestimate the actual accuracy of the system, since
they are extracted from the same training data. Changing the
user orientation or the time the system is used reduces the
accuracy of the system. This is expected as the environment
may have changed significantly. In both cases, the system
accuracy is significantly better than that of a random selection
method (more than 3.3 times better in the worst case).

Compared to our previous study in a highly controlled
environment [5], the performance of the DfP system degrades
due to the noisy channel. However, the proposed techniques’
performance, with a worst case average distance error of
0.586m is still suitable for accurate tracking of intruders.

It should be noted that the above study evaluated the system

TABLE II
RESULTS OF THE GAUSSIAN KERNEL METHOD UNDER INDEPENDENT
TEST SETS COLLECTED FOR EXPERIMENT 1

[ Test set [ Time [ Orientation | Avg. distance error
Cross-Validation Same Same 0.175m
Set 1 Different Same 0.358m
Set 2 Different Different 0.586m
Random Selector N/A N/A 1.94m

without any special optimization. Extending the system to
work operationally requires the addition of some enhancing
features to suite practical scenarios. For example, continuous
space estimation used in [4] is needed to overcome the
limitation of discretized locations. In case of large areas, the
system should give higher probabilities for the locations that
are closer to the current user location. These optimizations
will be necessary when considering large-scale deployments
of the system.

V. CONFIGURATION EFFECT

In this section, we study the effect of changing the con-
figuration of APs and MPs placement on the DfP system
performance. First, we present a hypothesis about the rela-
tion between different configurations and the DfP tracking
performance. Then, we validate the hypothesis through an
experimental study.

A. Hypothesis

DfP systems depend mainly on the effect of human presence
on signal strength. Therefore, in order to improve the accuracy
of a DfP system, the human effect on the signal strength
received at the monitoring points should be maximized. This
can be achieved by selecting configurations in which the lines
of sight between the APs and MPs are affected directly. In
addition, radio map locations should be selected to vary the
human effect on the monitoring streams to better discriminate
between locations.

B. Experimental Study

In this section, we validate the above hypothesis through
experiments. We present a comparison between three different
configurations, then we study the location set of the best of
these configurations.

1) Different Configurations: In addition to the configuration
tested in the previous section, we performed two additional
experiments, with two new configurations, to study the con-
figuration change effect. Each experiment had a different
placement of two access points and two monitoring points.
Figure 4 shows the three configurations we considered. Figure
5 shows the average distance error of the DfP system for
the three configurations. It can be noted that Configuration
1 has the least error values. As shown in Figure 4(a), four
locations in Configuration 1 intersect the lines of sight of
the streams, whereas in the other two configurations fewer
locations intersect the lines of sight. These results are in
line with the hypothesis mentioned above about configuration
selection.
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2) Location Set Selection: Figure 6 compares the average
distance errors between different location sets for Configu-
ration 1. It is noted that the system performs better when
the locations are selected to affect the lines of sight directly
(locations {1, 3, 4, 6}).

From the above results, it can be observed that the choice
of the APs and MPs configuration has more effect on accuracy
than the localization algorithm itself. This has to be confirmed
however for larger areas of interest.
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VI. CONCLUSIONS AND FUTURE WORK

In this paper, we presented the design and analysis of a DfP
tracking system in a typical environment, rich in multipath.
We presented deterministic and probabilistic DfP tracking al-
gorithms and evaluated their performance. The results showed
that the probabilistic algorithms outperform the deterministic
algorithm. They also showed that the non-parametric proba-
bilistic technique outperformed the parametric one. We studied
the effect of the time factor and user’s state on the accuracy of
the system. We argued that both APs and MPs configuration
and radio map location set selection affect the accuracy of
the system significantly and showed the effect of the different
configurations on the accuracy of a DfP system.

For future work, we will work on devising a robust method
for selecting configurations that enhances the system perfor-
mance for a given environment. We will also consider large-
scale deployments of DfP systems and study how the system
can be extended to multi-person tracking and how it can adapt
to changes in the monitored environment.
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