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E x p e r t  O p i n i o n

crawlers and spiders, stock market traders, and manufactur-
ing assembly lines. Developing life-critical applications in
transportation, medical, and battlefield systems will inevit-
ably increase the stakes for system designers.

In all these cases, the rising levels of automation bring
benefits but also can increase dangers. Automated or auto-
nomous systems can sometimes fail harmlessly, but they
can also destroy data, compromise privacy, and consume
resources, such as bandwidth or server capacity. What’s
more troubling is that automated systems embedded in vital
systems can cause financial losses, destruction of property,
and loss of life.

Controlling these dangers will increase trust while en-
abling broader use of these systems with higher degrees of
safety. Obvious threats stem from design errors and soft-
ware bugs, but we can’t overlook mistaken assumptions by
designers, unanticipated actions by humans, and interfer-
ence from other computerized systems.

The danger of mistaken assumptions
Automobile airbags provide a dramatic case study.1 In

their early years, airbags were estimated to save 1,500 to
2,500 lives per year in the US alone, but they might have
inadvertently killed 25 to 50 children annually by deploy-
ing in low-speed crashes. Once these facts became clear,
developers implemented improvements and extended user
control by letting drivers reset deployment parameters if
children were in the passenger seat.

Similarly with unmanned aerial vehicles, early assump-
tions were that autonomy would be high, but in reality, many
aspects of successful operation require operator monitoring
and control.2,3 As designers identify failure patterns, accom-
modate critical decision points requiring human control, and
limit conflicts among multiple UAVs, increasing levels of
autonomy will be possible.

This column aims to promote greater awareness of hu-
man responsibility for computerized systems, especially
those called autonomous. By using the term autonomous,
some designers might assume high reliability and therefore
reduce feedback to operators, inhibit human control, and
fail to record performance for human review.

It seems important to remind all computerized-system
designers, software implementers, and operators that
they’re legally liable and financially accountable for their
systems. Contracts and license agreements might limit li-
ability, but it’s always wise to incorporate cautious plan-
ning, careful operation, and frequent reviews to reduce
dangerous outcomes.

Thoughtful designers recognize human responsibility
for system design, implementation, and operation, leading
them to build advanced user interfaces that let operators
effectively monitor and control autonomous systems.4–6

These user interfaces will also provide logging tools that
enable operators to understand system behavior across
many operations and therefore improve it.

Monitoring, control, and logging
Monitoring tools inform users of the autonomous sys-

tem’s current state and activities. Some state information,
such as battery power or current location, is easy to pro-
vide, and some activities, such as most recent actions, are
simple to comprehend. Other state and activity reports can
be much more complex, requiring the display of advanced
information visualizations.3 Network monitoring is a suc-
cessful application that has seen widespread use of infor-
mation visualization, especially to detect intrusions and
improve performance.7 New applications or system ver-
sions often require monitoring, but as trust increases,
monitoring can decrease.

Control user interfaces have a long history, but the com-
plexity of autonomous systems generates new opportu-
nities for design innovation. Operator interventions to
change goals or recover from problems begin with situa-
tion awareness and a rich model of the implications of any
intervention.8 Interventions could range from simple shut-
down commands, to intricate schedule revisions, to high-

Automobile airbag triggers and heart pacemakers re-

quire rapid automated reaction. Similarly, increasing

numbers of computerized systems need only intermittent

human control, such as planetary explorers, Web-based 
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level goal changes that might require sub-
stantial alterations to plans generated by
the autonomous systems. There might be
several interactions during which the oper-
ator learns about the system state, com-
pleted activities, and implications of goal
changes. Chemical plant, air traffic, or
power systems control systems are mature,
successful applications that have shown in-
creased levels of automation while preserv-
ing human control. Unmanned aircraft,
robotic undersea manipulators, and plane-
tary explorers present evolving challenges
because some operations require high lev-
els of autonomy, but human control for
goal setting and problem solving is also
necessary.

Logging of autonomous systems lets op-
erators critique an individual operation,
much like a postgame review in sports, and
retrospectively compare multiple opera-
tions. User interfaces should let system
maintainers review individual operations to
study performance, ensure proper comple-
tions, and detect anomalies. In particular,
they can use logs to track down the cause
of specific malfunctions or failed missions.
User interfaces should also let developers
of next-generation systems analyze logs for
hundreds of sessions to spot opportunities
for improvement. Flight data recorders are
a good example of well-developed system
monitoring that has high payoffs in in-
creased safety and improved performance.

Preserving human control while in-
creasing the level of automation is usually
desirable and sometimes required.9 Design-
ers of autonomous systems who recognize
human responsibility will include monitor-
ing, control, and logging—features that are
likely to lead to more reliable systems.

References

1. M.C. Meyer and T. Finney, “Who Wants Air-
bags?” Chance, Spring 2005, pp. 3–16; www.
amstat.org/publications/chance/182.feature.
pdf.

2. H.A. Ruff et al., “Exploring Automation
Issues in Supervisory Control of Multiple
UAVs,” Proc. Human Performance, Situation
Awareness, and Automation Technology
Conf., OmniPress, 2004, pp. 218–222.

3. H.A. Ruff, S. Narayanan, and M.H. Draper,
“Human Interaction with Levels of Automa-
tion and Decision-Aid Fidelity in the Supervi-
sory Control of Multiple Simulated Unmanned
Air Vehicles,” Presence: Teleoperators and Vir-
tual Environments, vol. 11, no. 4, 2002, pp.
335–351.

4. Q.H. Mahmoud and L. Yu, “Making Software
Agents User-Friendly,” Computer, vol. 39, no.
7, 2006, pp. 96, 94–95.

5. R. Parasuraman, T.B. Sheridan, and C.D.
Wickens, “A Model for Types and Levels of
Human Interaction with Automation,” IEEE
Trans. Systems, Man, and Cybernetics—Part
A: Systems and Humans, vol. 30, no. 3, 2000,
pp. 286–297.

6. T.B. Sheridan, Humans and Automation: Sys-
tem Design and Research Issues, John Wiley
& Sons, 2002.

7. J. Oberheide, M. Karir, and D. Blazakis,
“VAST: Visualizing Autonomous System
Topology,” VizSEC 06: Internet Proc. 3rd Int’l
Workshop Visualization for Computer Secu-
rity, ACM Press, 2006; www.projects.ncassr.
org/sift/vizsec/vizsec06/program/vizsec12.
pdf.

8. M.R. Endsley and D.B. Kaber, “Level of
Automation Effects on Performance, Situa-
tion Awareness and Workload in a Dynamic
Control Task,” Ergonomics, vol. 42, no. 3,
1999, pp. 462–492.

9. B. Shneiderman and C. Plaisant, Designing
the User Interface: Strategies for Effective
Human-Computer Interaction, 4th ed., Addi-
son-Wesley, 2005.

MARCH/APRIL 2007 www.computer.org/intelligent 61

Ben Shneiderman
is a professor in the
Department of Com-
puter Science, the
founding director of
the Human-Computer
Interaction Labora-
tory, and a member of
the Institute for Ad-

vanced Computer Studies at the University of
Maryland, College Park. He’s the author of
Leonardo’s Laptop: Human Needs and the
New Computing Technologies (MIT Press,
2003), which won the 2004 IEEE Distin-
guished Literary Contribution Award. Contact
him at ben@cs.umd.edu. 

EXECUTIVE COMMITTEE

President: Michael R. Williams*
President-Elect: Rangachar Kasturi;* Past President:

Deborah M. Cooper;* VP, Conferences and Tutorials:
Susan K. (Kathy) Land (1ST VP);* VP, Electronic Prod-
ucts and Services: Sorel Reisman (2ND VP);* VP, Chap-
ters Activities: Antonio Doria;* VP, Educational Activi-
ties: Stephen B. Seidman;† VP, Publications: Jon G.
Rokne;† VP, Standards Activities: John Walz;† VP, Tech-
nical Activities: Stephanie M. White;* Secretary:
Christina M. Schober;* Treasurer: Michel Israel;†
2006–2007 IEEE Division V Director: Oscar N. Garcia;†
2007–2008 IEEE Division VIII Director: Thomas W.
Williams;† 2007 IEEE Division V Director-Elect:
Deborah M. Cooper;* Computer Editor in Chief: Carl K.
Chang;†

* voting member of the Board of Governors
† nonvoting member of the Board of Governors

BOARD OF GOVERNORS

Term Expiring 2007: Jean M. Bacon, George V. Cybenko,
Antonio Doria, Richard A. Kemmerer, Itaru Mimura,
Brian M. O’Connell, Christina M. Schober

Term Expiring 2008: Richard H. Eckhouse, James D. Isaak,
James W. Moore, Gary McGraw, Robert H. Sloan, Mako-
to Takizawa, Stephanie M. White

Term Expiring 2009: Van L. Eden, Robert Dupuis, Frank E.
Ferrante, Roger U. Fujii, Anne Quiroz Gates, Juan E.
Gilbert, Don F. Shafer

Next Board Meeting: 18 May 2007, Los Angeles

EXECUTIVE STAFF

Associate Executive Director: Anne Marie Kelly; Publisher:
Angela R. Burgess; Associate Publisher: Dick J. Price;
Director, Administration: Violet S. Doan;  Director,
Finance and Accounting: John Miller

COMPUTER SOCIETY OFFICES
Washington Office. 1730 Massachusetts Ave. NW, Washington,

DC 20036-1992 • Phone: +1 202 371 0101 • Fax: +1 202
728 9614 • Email: hq.ofc@computer.org

Los Alamitos Office. 10662 Los Vaqueros Circle, Los Alamitos,
CA 90720-1314 • Phone: +1 714 821 8380 • Email:
help@computer.org • Membership and Publication
Orders: • Phone: +1 800 272 6657 • Fax: +1 714 821
4641 • Email: help@computer.org

Asia/Pacific Office. Watanabe Building, 1-4-2 Minami-
Aoyama, Minato-ku, Tokyo 107-0062, Japan
Phone: +81 3 3408 3118 • Fax: +81 3 3408 3553
Email: tokyo.ofc@computer.org

IEEE OFFICERS

President: Leah H. Jamieson; President-Elect: Lewis Termin;
Past President: Michael R. Lightner; Executive Director
& COO: Jeffry W. Raynes; Secretary: Celia Desmond;
Treasurer: David Green; VP, Educational Activities:
Moshe Kam; VP, Publication Services and Products:
John Baillieul; VP, Regional Activities: Pedro Ray;
President, Standards Association: George W. Arnold;
VP, Technical Activities: Peter Staecker; IEEE Division V
Director: Oscar N. Garcia; IEEE Division VIII Director:
Thomas W. Williams; President, IEEE-USA: John W.
Meredith, P.E.

revised 29 Jan. 2007

PURPOSE: The IEEE Computer Society is the world’s largest association of computing professionals and is the leading
provider of technical information in the field. Visit our Web site at www.computer.org.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 1.8)
  /CalRGBProfile (Apple RGB)
  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (Color Management Off)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName <FEFF0068007400740070003a002f002f007700770077002e0063006f006c006f0072002e006f00720067ffff>
  /PDFXTrapped /False

  /Description <<
    /ENU <FEFF0049004500450045002000580070006c006f0072006500200073007000650063007300200066006f0072002000440069007300740069006c006c0065007200200036002e0020004d0056>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


