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Linux Memory Layout
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Linux Memory Allocation
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Text & Stack Example


(gdb) break main 
(gdb) run 
  Breakpoint 1, 0x804856f in main () 
(gdb) print $esp 
  $3 = (void *) 0xbffffc78 
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Dynamic Linking Example

(gdb) print malloc 
  $1 = {<text variable, no debug info>}    
    0x8048454 <malloc> 
(gdb) run 
  Program exited normally. 
(gdb) print malloc 
  $2 = {void *(unsigned int)}  
    0x40006240 <malloc> 
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Memory Allocation Example

char big_array[1<<24];  /*  16 MB */ 
char huge_array[1<<28]; /* 256 MB */ 

int beyond; 
char *p1, *p2, *p3, *p4; 

int useless() {  return 0; } 

int main() 
{ 
 p1 = malloc(1 <<28);  /* 256 MB */ 
 p2 = malloc(1 << 8);  /* 256 B  */ 
 p3 = malloc(1 <<28);  /* 256 MB */ 
 p4 = malloc(1 << 8);  /* 256 B  */ 
 /* Some print statements ... */ 
} 
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Example Addresses

$esp  0xbffffc78 
p3  0x500b5008 
p1  0x400b4008 
Final malloc  0x40006240 
p4  0x1904a640  
p2  0x1904a538 
beyond  0x1904a524 
big_array  0x1804a520 
huge_array  0x0804a510 
main()  0x0804856f 
useless()  0x08048560 
Initial malloc  0x08048454 
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Internet Worm and IM War
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Internet Worm and IM War (cont.)
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String Library Code

  Implementation of Unix function gets 

  No way to specify limit on number of characters to read


  Similar problems with other Unix functions

  strcpy: Copies string of arbitrary length

  scanf, fscanf, sscanf, when given %s conversion specification


/* Get string from stdin */ 
char *gets(char *dest) 
{ 
    int c = getc(); 
    char *p = dest; 
    while (c != EOF && c != '\n') { 
        *p++ = c; 
        c = getc(); 
    } 
    *p = '\0'; 
    return dest; 
} 
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Vulnerable Buffer Code


int main() 
{ 
  printf("Type a string:"); 
  echo(); 
  return 0; 
} 

/* Echo Line */ 
void echo() 
{ 
    char buf[4];  /* Way too small! */ 
    gets(buf); 
    puts(buf); 
} 
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Buffer Overflow Executions


unix>./bufdemo 
Type a string:123 
123 

unix>./bufdemo 
Type a string:12345 
Segmentation Fault 

unix>./bufdemo 
Type a string:12345678 
Segmentation Fault 
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Buffer Overflow Stack


echo: 
 pushl %ebp  # Save %ebp on stack 
 movl %esp,%ebp 
 subl $20,%esp  # Allocate space on 

stack 
 pushl %ebx  # Save %ebx 
 addl $-12,%esp  # Allocate space on 

stack 
 leal -4(%ebp),%ebx  # Compute buf as %ebp-4 
 pushl %ebx  # Push buf on stack 
 call gets  # Call gets 
 . . . 

/* Echo Line */ 
void echo() 
{ 
    char buf[4];  /* Way too small! */ 
    gets(buf); 
    puts(buf); 
} 
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Buffer 
Overflow Stack 
Example


Before call to gets 

unix> gdb bufdemo 
(gdb) break echo 
Breakpoint 1 at 0x8048583 
(gdb) run 
Breakpoint 1, 0x8048583 in echo () 
(gdb) print /x *(unsigned *)$ebp 
$1 = 0xbffff8f8 
(gdb) print /x *((unsigned *)$ebp + 1) 
$3 = 0x804864d 

 8048648: call 804857c <echo> 
 804864d: mov  0xffffffe8(%ebp),%ebx # Return Point 

Return Address

Saved %ebp 

[3] [2] [1] [0] buf 

%ebp 

Stack

Frame
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Stack

Frame


for echo 

0xbffff8d8 
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Buffer Overflow Example #1


Before Call to gets Input = “123” 

No Problem
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Buffer Overflow Stack Example #2

Input = “12345” 

 8048592: push   %ebx 
 8048593: call   80483e4 <_init+0x50>  # gets 
 8048598: mov    0xffffffe8(%ebp),%ebx 
 804859b: mov    %ebp,%esp 
 804859d: pop    %ebp  # %ebp gets set to invalid value 
 804859e: ret 

echo code:


0xbffff8d8 

Return Address

Saved %ebp 

[3] [2] [1] [0] buf 

Stack

Frame


for main 

Stack

Frame


for echo 
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34 33 32 31 
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for main 

Stack
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for echo 

Saved value of %ebp set 
to 0xbfff0035 

Bad news when later 
attempt to restore %ebp 
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Buffer Overflow Stack Example #3


Input = “12345678”


Return Address

Saved %ebp 

[3] [2] [1] [0] buf 

%ebp 

Stack

Frame


for main 

Stack

Frame


for echo 

 8048648: call 804857c <echo> 
 804864d: mov  0xffffffe8(%ebp),%ebx # Return Point 

0xbffff8d8 

Return Address

Saved %ebp 

[3] [2] [1] [0] buf 

Stack

Frame


for main 

Stack
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for echo 
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34 33 32 31 

Invalid address


No longer pointing to 
desired return point


%ebp and return 
address corrupted 
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Malicious Use of Buffer Overflow


  Input string contains byte representation of executable code

  Overwrite return address with address of buffer

  When bar() executes ret, will jump to exploit code


void bar() { 
  char buf[64];  
  gets(buf);  
  ...  
} 

void foo(){ 
  bar(); 
  ... 
} 
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Exploits Based on Buffer Overflows
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Exploits Based on Buffer Overflows
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Code Red Worm
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Code Red Exploit Code

  Starts 100 threads running

  Spread self


  Generate random IP addresses & send attack string

  Between 1st & 19th of month


  Attack www.whitehouse.gov

  Send 98,304 packets; sleep for 4-1/2 hours; repeat


»  Denial of service attack

  Between 21st & 27th of month


  Deface serverʼs home page

  After waiting 2 hours
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Code Red Effects
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Avoiding Overflow Vulnerability


/* Echo Line */ 
void echo() 
{ 
    char buf[4];  /* Way too small! */ 
    fgets(buf, 4, stdin); 
    puts(buf); 
} 
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Static Code Analysis
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MOSDEF Demo



