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IA32 Processors
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CISC Properties
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Assembly Programmerʼs View
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Abstract Machines

1) loops
2) conditionals
3) switch
4) Proc. call
5) Proc. return

Machine Models Data  Control 
1) char
2) int, float
3) double
4) struct, array
5) pointer

mem proc

C

Assembly
1) byte
2) 2-byte word
3) 4-byte long word
4) contiguous byte allocation
5) address of initial byte

3) branch/jump
4) call
5) retmem regs alu

processorStack Cond.
Codes
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Whose Assembler?

lea  eax,[ecx+ecx*2] 
sub  esp,8 
cmp  dword ptr [ebp-8],0 
mov  eax,dword ptr [eax*4+100h] 

leal  (%ecx,%ecx,2),%eax 
subl  $8,%esp 
cmpl  $0,-8(%ebp) 
movl  $0x100(,%eax,4),%eax 

Intel/Microsoft Format GAS/Gnu Format
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text

text

binary

binary

Compiler (gcc -S)

Assembler (gcc or as)

Linker (gcc or ld)

C program (p1.c p2.c)

Asm program (p1.s p2.s)

Object program (p1.o p2.o)

Executable program (p)

Static libraries 
(.a)

Turning C into Object Code
  Code in files p1.c p2.c
  Compile with command: gcc -O p1.c p2.c -o p

 Use optimizations (-O)
 Put resulting binary in file p
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Compiling Into Assembly

int sum(int x, int y) 
{ 
  int t = x+y; 
  return t; 
} 

Generated Assembly
_sum: 

 pushl %ebp 
 movl %esp,%ebp 
 movl 12(%ebp),%eax 
 addl 8(%ebp),%eax 
 movl %ebp,%esp 
 popl %ebp 
 ret 

Obtain with command
gcc -O -S code.c 

Produces file code.s 
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Assembly Characteristics
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Code for sum
0x401040 <sum>:

 0x55 
 0x89 
 0xe5 
 0x8b 
 0x45 
 0x0c 
 0x03 
 0x45 
 0x08 
 0x89 
 0xec 
 0x5d 
 0xc3 

Object Code

•  Total of 13 
bytes

•  Each 
instruction 1, 
2, or 3 bytes

•  Starts at 
address 
0x401040 
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Machine Instruction Example
int t = x+y; 

 addl 8(%ebp),%eax 

0x401046:  03 45 08 

Similar to 
expression 
x += y 
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Sum Disassembled
00401040 <_sum>: 
   0:  55              push   %ebp 
   1:  89 e5           mov    %esp,%ebp 
   3:  8b 45 0c        mov    0xc(%ebp),
%eax 
   6:  03 45 08        add    0x8(%ebp),
%eax 
   9:  89 ec           mov    %ebp,%esp 
   b:  5d              pop    %ebp 
   c:  c3              ret     
   d:  8d 76 00        lea  0x0(%esi),%esi 

Disassembling Object Code
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Disassembled
0x401040 <sum>:  push   %ebp 
0x401041 <sum+1>:  mov    %esp,%ebp 
0x401043 <sum+3>:  mov    0xc(%ebp),%eax 
0x401046 <sum+6>:  add    0x8(%ebp),%eax 
0x401049 <sum+9>:  mov    %ebp,%esp 
0x40104b <sum+11>:  pop    %ebp 
0x40104c <sum+12>:  ret     
0x40104d <sum+13>:  lea    0x0(%esi),%esi 

Alternate Disassembly
Object
0x401040:  

 0x55 
 0x89 
 0xe5 
 0x8b 
 0x45 
 0x0c 
 0x03 
 0x45 
 0x08 
 0x89 
 0xec 
 0x5d 
 0xc3 
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What Can be Disassembled?

  Anything that can be interpreted as executable code
  Disassembler examines bytes and reconstructs assembly 

source

% objdump -d WINWORD.EXE 

WINWORD.EXE:     file format pei-i386 

No symbols in "WINWORD.EXE". 
Disassembly of section .text: 

30001000 <.text>: 
30001000:  55              push   %ebp 
30001001:  8b ec           mov    %esp,%ebp 
30001003:  6a ff           push   $0xffffffff 
30001005:  68 90 10 00 30  push   $0x30001090 
3000100a:  68 91 dc 4c 30  push   $0x304cdc91 
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Moving Data %eax 

%edx 

%ecx 

%ebx 

%esi 

%edi 

%esp 

%ebp 
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movl Operand Combinations

  Cannot do memory-memory transfers with single 
instruction

movl 

Imm

Reg

Mem

Reg
Mem

Reg
Mem

Reg

Source Destination

movl $0x4,%eax 

movl $-147,(%eax) 

movl %eax,%edx 

movl %eax,(%edx) 

movl (%eax),%edx 

C Analog

temp = 0x4; 

*p = -147; 

temp2 = temp1; 

*p = temp; 

temp = *p; 
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Simple Addressing Modes
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Using Simple Addressing Modes

void swap(int *xp, int *yp)  
{ 
  int t0 = *xp; 
  int t1 = *yp; 
  *xp = t1; 
  *yp = t0; 
} 

swap: 
 pushl %ebp 
 movl %esp,%ebp 
 pushl %ebx 

 movl 12(%ebp),%ecx 
 movl 8(%ebp),%edx 
 movl (%ecx),%eax 
 movl (%edx),%ebx 
 movl %eax,(%edx) 
 movl %ebx,(%ecx) 

 movl -4(%ebp),%ebx 
 movl %ebp,%esp 
 popl %ebp 
 ret 

Body

Set
Up

Finish
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Understanding Swap
void swap(int *xp, int *yp)  
{ 
  int t0 = *xp; 
  int t1 = *yp; 
  *xp = t1; 
  *yp = t0; 
} 

 movl 12(%ebp),%ecx  # ecx = yp 
 movl 8(%ebp),%edx  # edx = xp 
 movl (%ecx),%eax  # eax = *yp (t1) 
 movl (%edx),%ebx  # ebx = *xp (t0) 
 movl %eax,(%edx)  # *xp = eax 
 movl %ebx,(%ecx)  # *yp = ebx  

Stack

Register Variable
%ecx  yp 
%edx  xp 
%eax  t1 
%ebx  t0 

yp 

xp 

Rtn adr
Old %ebp %ebp  0  

 4  

 8  

12  

Offset

•
•
• 

Old %ebx-4  
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Understanding Swap

 movl 12(%ebp),%ecx  # ecx = yp 
 movl 8(%ebp),%edx  # edx = xp 
 movl (%ecx),%eax  # eax = *yp (t1) 
 movl (%edx),%ebx  # ebx = *xp (t0) 
 movl %eax,(%edx)  # *xp = eax 
 movl %ebx,(%ecx)  # *yp = ebx  

0x120 

0x124 

Rtn adr

%ebp  0  

 4  

 8  

12  

Offset

-4  

123 

456 

Address

0x124  

0x120  

0x11c  

0x118  

0x114  

0x110  

0x10c 

0x108  

0x104  

0x100  

yp 

xp 

%eax 

%edx 

%ecx 

%ebx 

%esi 

%edi 

%esp 

%ebp 0x104 
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Understanding Swap

 movl 12(%ebp),%ecx  # ecx = yp 
 movl 8(%ebp),%edx  # edx = xp 
 movl (%ecx),%eax  # eax = *yp (t1) 
 movl (%edx),%ebx  # ebx = *xp (t0) 
 movl %eax,(%edx)  # *xp = eax 
 movl %ebx,(%ecx)  # *yp = ebx  

0x120 

0x124 

Rtn adr

%ebp  0  

 4  

 8  

12  

Offset

-4  

123 

456 

Address

0x124  

0x120  

0x11c  

0x118  

0x114  

0x110  

0x10c 

0x108  

0x104  

0x100  

yp 

xp 

%eax 

%edx 

%ecx 

%ebx 

%esi 

%edi 

%esp 

%ebp 

0x120 

0x104 
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Understanding Swap

 movl 12(%ebp),%ecx  # ecx = yp 
 movl 8(%ebp),%edx  # edx = xp 
 movl (%ecx),%eax  # eax = *yp (t1) 
 movl (%edx),%ebx  # ebx = *xp (t0) 
 movl %eax,(%edx)  # *xp = eax 
 movl %ebx,(%ecx)  # *yp = ebx  

0x120 

0x124 

Rtn adr

%ebp  0  

 4  

 8  

12  

Offset

-4  

123 

456 

Address

0x124  

0x120  

0x11c  

0x118  

0x114  

0x110  

0x10c 

0x108  

0x104  

0x100  

yp 

xp 

%eax 

%edx 

%ecx 

%ebx 

%esi 

%edi 

%esp 

%ebp 

0x124 

0x120 

0x104 
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Understanding Swap

 movl 12(%ebp),%ecx  # ecx = yp 
 movl 8(%ebp),%edx  # edx = xp 
 movl (%ecx),%eax  # eax = *yp (t1) 
 movl (%edx),%ebx  # ebx = *xp (t0) 
 movl %eax,(%edx)  # *xp = eax 
 movl %ebx,(%ecx)  # *yp = ebx  

0x120 

0x124 

Rtn adr

%ebp  0  

 4  

 8  

12  

Offset

-4  

123 

456 

Address

0x124  

0x120  

0x11c  

0x118  

0x114  

0x110  

0x10c 

0x108  

0x104  

0x100  

yp 

xp 

%eax 

%edx 

%ecx 

%ebx 

%esi 

%edi 

%esp 

%ebp 

456 

0x124 

0x120 

0x104 
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Understanding Swap

 movl 12(%ebp),%ecx  # ecx = yp 
 movl 8(%ebp),%edx  # edx = xp 
 movl (%ecx),%eax  # eax = *yp (t1) 
 movl (%edx),%ebx  # ebx = *xp (t0) 
 movl %eax,(%edx)  # *xp = eax 
 movl %ebx,(%ecx)  # *yp = ebx  

0x120 

0x124 

Rtn adr

%ebp  0  

 4  

 8  

12  

Offset

-4  

123 

456 

Address

0x124  

0x120  

0x11c  

0x118  

0x114  

0x110  

0x10c 

0x108  

0x104  

0x100  

yp 

xp 

%eax 

%edx 

%ecx 

%ebx 

%esi 

%edi 

%esp 

%ebp 

456 

0x124 

0x120 

123 

0x104 
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Understanding Swap

 movl 12(%ebp),%ecx  # ecx = yp 
 movl 8(%ebp),%edx  # edx = xp 
 movl (%ecx),%eax  # eax = *yp (t1) 
 movl (%edx),%ebx  # ebx = *xp (t0) 
 movl %eax,(%edx)  # *xp = eax 
 movl %ebx,(%ecx)  # *yp = ebx  

0x120 

0x124 

Rtn adr

%ebp  0  

 4  

 8  

12  

Offset

-4  

456 

456 

Address

0x124  

0x120  

0x11c  

0x118  

0x114  

0x110  

0x10c 

0x108  

0x104  

0x100  

yp 

xp 

%eax 

%edx 

%ecx 

%ebx 

%esi 

%edi 

%esp 

%ebp 

456 

0x124 

0x120 

123 

0x104 
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Understanding Swap

 movl 12(%ebp),%ecx  # ecx = yp 
 movl 8(%ebp),%edx  # edx = xp 
 movl (%ecx),%eax  # eax = *yp (t1) 
 movl (%edx),%ebx  # ebx = *xp (t0) 
 movl %eax,(%edx)  # *xp = eax 
 movl %ebx,(%ecx)  # *yp = ebx  

0x120 

0x124 

Rtn adr

%ebp  0  

 4  

 8  

12  

Offset

-4  

456 

123 

Address

0x124  

0x120  

0x11c  

0x118  

0x114  

0x110  

0x10c 

0x108  

0x104  

0x100  

yp 

xp 

%eax 

%edx 

%ecx 

%ebx 

%esi 

%edi 

%esp 

%ebp 

456 

0x124 

0x120 

123 

0x104 
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Indexed Addressing Modes
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Address Computation Examples

%edx 

%ecx 

0xf000 

0x100 
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Address Computation Instruction
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Some Arithmetic Operations
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Some Arithmetic Operations
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Using leal for Arithmetic 
Expressions

int arith 
  (int x, int y, int z) 
{ 
  int t1 = x+y; 
  int t2 = z+t1; 
  int t3 = x+4; 
  int t4 = y * 48;  
  int t5 = t3 + t4; 
  int rval = t2 * t5; 
  return rval; 
} 

arith: 
 pushl %ebp 
 movl %esp,%ebp 

 movl 8(%ebp),%eax 
 movl 12(%ebp),%edx 
 leal (%edx,%eax),%ecx 
 leal (%edx,%edx,2),%edx 
 sall $4,%edx 
 addl 16(%ebp),%ecx 
 leal 4(%edx,%eax),%eax 
 imull %ecx,%eax 

 movl %ebp,%esp 
 popl %ebp 
 ret 

Body

Set
Up

Finish
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Understanding arith
int arith 
  (int x, int y, int z) 
{ 
  int t1 = x+y; 
  int t2 = z+t1; 
  int t3 = x+4; 
  int t4 = y * 48;  
  int t5 = t3 + t4; 
  int rval = t2 * t5; 
  return rval; 
} 

 movl 8(%ebp),%eax  # eax = x 
 movl 12(%ebp),%edx  # edx = y 
 leal (%edx,%eax),%ecx  # ecx = x+y  (t1) 
 leal (%edx,%edx,2),%edx  # edx = 3*y 
 sall $4,%edx  # edx = 48*y (t4) 
 addl 16(%ebp),%ecx  # ecx = z+t1 (t2) 
 leal 4(%edx,%eax),%eax  # eax = 4+t4+x (t5) 
 imull %ecx,%eax  # eax = t5*t2 (rval) 

y 

x 

Rtn adr
Old %ebp %ebp  0  

 4  

 8  

12  

Offset
Stack

•
•
• 

z 16  
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Understanding arith

int arith 
  (int x, int y, int z) 
{ 
  int t1 = x+y; 
  int t2 = z+t1; 
  int t3 = x+4; 
  int t4 = y * 48;  
  int t5 = t3 + t4; 
  int rval = t2 * t5; 
  return rval; 
} 

# eax = x 
 movl 8(%ebp),%eax   
# edx = y 
 movl 12(%ebp),%edx 
# ecx = x+y  (t1) 
 leal (%edx,%eax),%ecx 
# edx = 3*y 
 leal (%edx,%edx,2),%edx 
# edx = 48*y (t4) 
 sall $4,%edx 
# ecx = z+t1 (t2) 
 addl 16(%ebp),%ecx 
# eax = 4+t4+x (t5) 
 leal 4(%edx,%eax),%eax 
# eax = t5*t2 (rval) 
 imull %ecx,%eax 
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Another Example
int logical(int x, int y) 
{ 
  int t1 = x^y; 
  int t2 = t1 >> 17; 
  int mask = (1<<13) - 7; 
  int rval = t2 & mask; 
  return rval; 
} 

logical: 
 pushl %ebp 
 movl %esp,%ebp 

 movl 8(%ebp),%eax 
 xorl 12(%ebp),%eax 
 sarl $17,%eax 
 andl $8185,%eax 

 movl %ebp,%esp 
 popl %ebp 
 ret 

Body

Set
Up

Finish

 movl 8(%ebp),%eax  eax = x 
 xorl 12(%ebp),%eax  eax = x^y
 (t1) 
 sarl $17,%eax  eax = t1>>17
 (t2) 
 andl $8185,%eax  eax = t2 & 8185 

213 = 8192, 213 – 7 = 8185
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Another Example
for (i=0; i<n; i++) 

 v += 1; 
 .text 
.globl _foo 
_foo: 
        pushl   %ebp 
        movl    %esp, %ebp 
        subl    $24, %esp 
        movl    $0, -20(%ebp) 
        jmp     L2 
L3: 
        movl    -20(%ebp), %eax 
        leal    -12(%ebp), %edx 
        addl    %eax, (%edx) 
        leal    -20(%ebp), %eax 
        incl    (%eax) 
L2: 
        movl    -20(%ebp), %eax 
        cmpl    -16(%ebp), %eax 
        jl      L3 
        movl    -12(%ebp), %eax 
        leave 
        ret 

 .text
.globl _foo
_foo:
        pushl   %ebp
        movl    %esp, %ebp
        testl   %eax, %eax
        jle     L2
        movl    $0, %edx
L4:
        addl    %edx, %eax
        incl    %edx
        cmpl    %edx, %eax
        jne     L4
L2:
        leave
        ret

gcc -c -O -S foo.c

gcc –c -S foo.c
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Additional Help


