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Administrivia"
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A Client-Server Transaction"

Client"
process"

Server"
process"

1. Client sends request!

2. Server !
handles!
request!

3. Server sends response!4. Client !
handles!

response!

Resource"

Note: clients and servers are processes running on hosts !
(can be the same or different hosts).!
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A Programmerʼs View of the Internet"
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1. IP Addresses"

/* Internet address structure */ 
struct in_addr { 
    unsigned int s_addr; /* network byte order (big-endian) */ 
}; 

Handy network byte-order conversion functions:"
htonl: convert long int from host to network byte order."
htons: convert short int from host to network byte order. 
ntohl: convert long int from network to host byte order."
ntohs: convert short int from network to host byte order."
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2. Domain Naming System (DNS)"

/* DNS host entry structure */  
struct hostent {  
   char   *h_name;       /* official domain name of host */  
   char   **h_aliases;   /* null-terminated array of domain names */  
   int    h_addrtype;    /* host address type (AF_INET) */  
   int    h_length;      /* length of an address, in bytes */  
   char   **h_addr_list; /* null-terminated array of in_addr structs */  
};  
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3. Internet Connections"

Connection socket pair"
(128.2.194.242:51213, 208.216.181.15:80)"

Server"
(port 80)"Client"

Client socket address!
128.2.194.242:51213"

Server socket address!
208.216.181.15:80"

Client host address"
128.2.194.242 	


Server host address"
208.216.181.15"

Note: 51213 is an!
ephemeral port allocated!

by the kernel !

Note: 80 is a well-known port!
associated with Web servers!
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Clients"
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Using Ports to Identify Services"

Web server"
(port 80)"

Client host"

Server host 128.2.194.242"

Echo server"
(port 7)"

Service request for"
128.2.194.242:80"

(i.e., the Web server)"

Web server"
(port 80)"

Echo server"
(port 7)"

Service request for"
128.2.194.242:7"

(i.e., the echo server)"

Kernel"

Kernel"

Client"

Client"
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Servers"
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Server Examples"

See /etc/services for a 
comprehensive list of the 
services available on a 
Linux machine."
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Sockets Interface"
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Overview of the Sockets Interface"
Client" Server"

socket socket 

bind 

listen 

accept 

rio_readlineb 

rio_readlineb 

rio_writen 

close 

rio_readlineb 

connect 

rio_writen 

close 

Connection"
request"

EOF"

Await connection"
request from"
next client"

open_listenfd 

open_clientfd 
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Sockets"
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Socket Address Structures"

struct sockaddr {  
  unsigned short  sa_family;    /* protocol family */  
  char            sa_data[14];  /* address data.  */  
};        

struct sockaddr_in  {  
  unsigned short  sin_family;  /* address family (always AF_INET) */  
  unsigned short  sin_port;    /* port num in network byte order */  
  struct in_addr  sin_addr;    /* IP addr in network byte order */  
  unsigned char   sin_zero[8]; /* pad to sizeof(struct sockaddr) */  
};  
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Echo Client Main Routine"
#include "csapp.h"  

/* usage: ./echoclient host port */ 
int main(int argc, char **argv) 
{  
    int clientfd, port;  
    char *host, buf[MAXLINE];  
    rio_t rio;  

    host = argv[1];  
    port = atoi(argv[2]);  

    clientfd = Open_clientfd(host, port); 
    Rio_readinitb(&rio, clientfd);  

    while (Fgets(buf, MAXLINE, stdin) != NULL) {  
        Rio_writen(clientfd, buf, strlen(buf));  
        Rio_readlineb(&rio, buf, MAXLINE);  
        Fputs(buf, stdout);  
    }  
    Close(clientfd);  
    exit(0);  
}  
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Echo Client: open_clientfd 
int open_clientfd(char *hostname, int port)  
{  
  int clientfd;  
  struct hostent *hp;  
  struct sockaddr_in serveraddr;  

  if ((clientfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)  
    return -1; /* check errno for cause of error */  

  /* Fill in the server's IP address and port */  
  if ((hp = gethostbyname(hostname)) == NULL)  
    return -2; /* check h_errno for cause of error */  
  bzero((char *) &serveraddr, sizeof(serveraddr));  
  serveraddr.sin_family = AF_INET;  
  bcopy((char *)hp->h_addr,   
        (char *)&serveraddr.sin_addr.s_addr, hp->h_length);  
  serveraddr.sin_port = htons(port);  

  /* Establish a connection with the server */  
  if (connect(clientfd, (SA *) &serveraddr, sizeof(serveraddr)) < 0)  
    return -1;  
  return clientfd;  
}  

This function opens a 
connection from the client to 
the server at hostname:port 
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Echo Client: open_clientfd 
(socket)"

int clientfd;  /* socket descriptor */ 

if ((clientfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)  
    return -1; /* check errno for cause of error */  

... (more) 
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Echo Client: open_clientfd  
(gethostbyname) 

int clientfd;                  /* socket descriptor */ 
struct hostent *hp;            /* DNS host entry */ 
struct sockaddr_in serveraddr; /* server’s IP address */ 

... 

/* fill in the server's IP address and port */ 
if ((hp = gethostbyname(hostname)) == NULL)  
    return -2; /* check h_errno for cause of error */  
bzero((char *) &serveraddr, sizeof(serveraddr));  
serveraddr.sin_family = AF_INET;  
bcopy((char *)hp->h_addr,   
      (char *)&serveraddr.sin_addr.s_addr, hp->h_length);  
serveraddr.sin_port = htons(port);  
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Echo Client: open_clientfd  
(connect) 

  int clientfd;                    /* socket descriptor */ 
  struct sockaddr_in serveraddr;   /* server address */ 
  typedef struct sockaddr SA;      /* generic sockaddr */	

... 
  /* Establish a connection with the server */  
  if (connect(clientfd, (SA *)&serveraddr, sizeof(serveraddr)) < 0)  
    return -1;  
  return clientfd; 
} 
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Echo Server: Main Routine"
int main(int argc, char **argv) { 
    int listenfd, connfd, port, clientlen; 
    struct sockaddr_in clientaddr; 
    struct hostent *hp; 
    char *haddrp; 

    port = atoi(argv[1]); /* the server listens on a port passed  
                             on the command line */ 
    listenfd = open_listenfd(port);  

    while (1) { 
        clientlen = sizeof(clientaddr);  
        connfd = Accept(listenfd, (SA *)&clientaddr, &clientlen); 
        hp = Gethostbyaddr((const char *)&clientaddr.sin_addr.s_addr, 
                        sizeof(clientaddr.sin_addr.s_addr), AF_INET); 
        haddrp = inet_ntoa(clientaddr.sin_addr); 
        printf("server connected to %s (%s)\n", hp->h_name, haddrp); 
        echo(connfd); 
        Close(connfd); 
    } 
} 
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Echo Server: open_listenfd"
int open_listenfd(int port)   
{  
    int listenfd, optval=1;  
    struct sockaddr_in serveraddr;  

    /* Create a socket descriptor */  
    if ((listenfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)  
        return -1;  

    /* Eliminates "Address already in use" error from bind. */  
    if (setsockopt(listenfd, SOL_SOCKET, SO_REUSEADDR,   
                   (const void *)&optval , sizeof(int)) < 0)  
        return -1;  

... (more)    
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Echo Server: open_listenfd (cont) 
... 

  /* Listenfd will be an endpoint for all requests to port  
       on any IP address for this host */  
    bzero((char *) &serveraddr, sizeof(serveraddr));  
    serveraddr.sin_family = AF_INET;   
    serveraddr.sin_addr.s_addr = htonl(INADDR_ANY);   
    serveraddr.sin_port = htons((unsigned short)port);   
    if (bind(listenfd, (SA *)&serveraddr, sizeof(serveraddr)) < 0)  
        return -1;  

    /* Make it a listening socket ready to accept  
       connection requests */  
    if (listen(listenfd, LISTENQ) < 0)  
        return -1;  

   return listenfd;  
}  
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Echo Server: open_listenfd  
(socket) 

int listenfd; /* listening socket descriptor */ 

/* Create a socket descriptor */  
if ((listenfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)  
    return -1;  
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Echo Server: open_listenfd  
(setsockopt) 

... 
/* Eliminates "Address already in use" error from bind(). */  
if (setsockopt(listenfd, SOL_SOCKET, SO_REUSEADDR,   
              (const void *)&optval , sizeof(int)) < 0)  
    return -1;  
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Echo Server: open_listenfd 
(initialize socket address)"

  struct sockaddr_in serveraddr; /* server's socket addr */ 
... 
  /* listenfd will be an endpoint for all requests to port 
     on any IP address for this host */ 
  bzero((char *) &serveraddr, sizeof(serveraddr)); 
  serveraddr.sin_family = AF_INET; 
  serveraddr.sin_addr.s_addr = htonl(INADDR_ANY); 
  serveraddr.sin_port = htons((unsigned short)port); 
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Echo Server: open_listenfd  
(bind) 

int listenfd;                  /* listening socket */ 
struct sockaddr_in serveraddr; /* server’s socket addr */ 

... 
  /* listenfd will be an endpoint for all requests to port 
     on any IP address for this host */ 
  if (bind(listenfd, (SA *)&serveraddr, sizeof(serveraddr)) < 0)  
      return -1;  
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Echo Server: open_listenfd  
(listen) 

int listenfd; /* listening socket */ 

... 
 /* Make it a listening socket ready to accept connection requests */  
    if (listen(listenfd, LISTENQ) < 0)  
        return -1; 
    return listenfd;  
}   
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Echo Server: Main Loop"

main() { 

   /* create and configure the listening socket */ 

   while(1) { 
      /* Accept(): wait for a connection request */ 
      /* echo(): read and echo input lines from client til EOF */ 
      /* Close(): close the connection */  
   } 
} 
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Echo Server: accept"

    int listenfd; /* listening descriptor */ 
    int connfd;   /* connected descriptor */ 
    struct sockaddr_in clientaddr; 
    int clientlen;     

    clientlen = sizeof(clientaddr);  
    connfd = Accept(listenfd, (SA *)&clientaddr, &clientlen); 
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Echo Server: accept Illustrated"
listenfd(3) 

Client"

1. Server blocks in accept, 
waiting for connection 
request on listening 
descriptor listenfd.!clientfd 

Server"

listenfd(3) 

Client"

clientfd 

Server"
2. Client makes connection 
request by calling and blocking in 
connect. 

Connection"
request"

listenfd(3) 

Client"

clientfd 

Server"

3. Server returns connfd from 
accept. Client returns from 
connect. Connection is now 
established between clientfd 
and connfd.!connfd(4) 
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Connected vs. Listening Descriptors"
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Echo Server: Identifying the Client"

    struct hostent *hp;  /* pointer to DNS host entry */ 
    char *haddrp;        /* pointer to dotted decimal string */ 

    hp = Gethostbyaddr((const char *)&clientaddr.sin_addr.s_addr, 
                        sizeof(clientaddr.sin_addr.s_addr), AF_INET); 
    haddrp = inet_ntoa(clientaddr.sin_addr); 
    printf("server connected to %s (%s)\n", hp->h_name, haddrp); 
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Echo Server: echo"

void echo(int connfd)   
{  
    size_t n;   
    char buf[MAXLINE];   
    rio_t rio;  

    Rio_readinitb(&rio, connfd);  
    while((n = Rio_readlineb(&rio, buf, MAXLINE)) != 0) {  
        printf("server received %d bytes\n", n);  
        Rio_writen(connfd, buf, n);  
    }  
}  
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Testing Servers Using telnet"
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Testing the Echo Server With telnet"
bass> echoserver 5000 
server established connection with KITTYHAWK.CMCL (128.2.194.242) 
server received 5 bytes: 123 
server established connection with KITTYHAWK.CMCL (128.2.194.242) 
server received 8 bytes: 456789 

kittyhawk> telnet bass 5000 
Trying 128.2.222.85... 
Connected to BASS.CMCL.CS.CMU.EDU. 
Escape character is '^]'. 
123 
123 
Connection closed by foreign host. 
kittyhawk> telnet bass 5000 
Trying 128.2.222.85... 
Connected to BASS.CMCL.CS.CMU.EDU. 
Escape character is '^]'. 
456789 
456789 
Connection closed by foreign host. 
kittyhawk> 
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Running the Echo Client and Server"
bass> echoserver 5000 
server established connection with KITTYHAWK.CMCL (128.2.194.242) 
server received 4 bytes: 123 
server established connection with KITTYHAWK.CMCL (128.2.194.242) 
server received 7 bytes: 456789 
... 

kittyhawk> echoclient bass 5000 
Please enter msg: 123 
Echo from server: 123 

kittyhawk> echoclient bass 5000 
Please enter msg: 456789 
Echo from server: 456789 
kittyhawk>  
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For More Information"


