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Allocating From Explicit Free Lists"

free block"

pred" succ"

free block"

pred" succ"

Before:"

After:"
(with splitting)"



– 6 –!

Freeing With Explicit Free Lists"
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Freeing With a LIFO Policy"
pred (p)" succ (s)"

self"a" a"

p" s"

self"a" f"
before:"

p" s"

f"a"
after:"



– 8 –!

Freeing With a LIFO Policy (cont)"
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Explicit List Summary"
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Keeping Track of Free Blocks"
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Segregated Storage"
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  Often have separate size class for every small size (2,3,4,…)"
  For larger sizes typically have a size class for each power of 2"
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Simple Segregated Storage"
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Segregated Fits"
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For More Info on Allocators"
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Implicit Memory Management: 
Garbage Collection"

void foo() { 
   int *p = malloc(128); 
   return; /* p block is now garbage */ 
} 
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Garbage Collection"
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Classical GC algorithms"
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Memory as a Graph"

Root nodes"

Heap nodes"

Not-reachable  
(garbage)"

reachable"



– 19 –!

Assumptions For This Lecture"
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Mark and Sweep Collecting"

Before mark"

root"

After mark"

After sweep" free"

Mark bit set"

free"



– 21 –!

Mark and Sweep (cont.)"
ptr mark(ptr p) { 
   if (!is_ptr(p)) return;        // do nothing if not pointer 
   if (markBitSet(p)) return      // check if already marked 
   setMarkBit(p);                 // set the mark bit 
   for (i=0; i < length(p); i++)  // mark all children 
     mark(p[i]);  
   return; 
}       

Mark using depth-first traversal of the memory graph "

Sweep using lengths to find next block"
ptr sweep(ptr p, ptr end) { 
   while (p < end) { 
      if markBitSet(p) 
         clearMarkBit(); 
      else if (allocateBitSet(p))  
         free(p); 
      p += length(p); 
}      
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Conservative Mark and Sweep in C"
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Memory-Related Bugs"



– 24 –!

Reading Uninitialized Memory"

/* return y = Ax */ 
int *matvec(int **A, int *x) {  
   int *y = malloc(N*sizeof(int)); 
   int i, j; 

   for (i=0; i<N; i++) 
      for (j=0; j<N; j++) 
         y[i] += A[i][j]*x[j]; 
   return y; 
} 
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Overwriting Memory"

int **p; 

p = malloc(N*sizeof(int)); 

for (i=0; i<N; i++) { 
   p[i] = malloc(M*sizeof(int)); 
} 
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Overwriting Memory"

int **p; 

p = malloc(N*sizeof(int *)); 

for (i=0; i<=N; i++) { 
   p[i] = malloc(M*sizeof(int)); 
} 
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Overwriting Memory"

char s[8]; 
int i; 

gets(s);  /* reads “123456789” from stdin */  
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Overwriting Memory"

int *BinheapDelete(int **binheap, int *size) { 
   int *packet; 
   packet = binheap[0]; 
   binheap[0] = binheap[*size - 1]; 
   *size--; 
   Heapify(binheap, *size, 0); 
   return(packet); 
} 



– 29 –!

Overwriting Memory"

int *search(int *p, int val) { 

   while (*p && *p != val) 
      p += sizeof(int); 

   return p; 
} 
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Referencing Nonexistent Variables"

int *foo () { 
   int val; 
   return &val; 
}   
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Freeing Blocks Multiple Times"

x = malloc(N*sizeof(int)); 
<manipulate x> 
free(x); 

y = malloc(M*sizeof(int)); 
<manipulate y> 
free(x); 
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Referencing Freed Blocks"

x = malloc(N*sizeof(int)); 
<manipulate x> 
free(x); 
... 
y = malloc(M*sizeof(int)); 
for (i=0; i<M; i++) 
   y[i] = x[i]++; 
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Failing to Free Blocks  
(Memory Leaks)"

foo() { 
   int *x = malloc(N*sizeof(int)); 
   ... 
   return; 
} 
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Failing to Free Blocks  
(Memory Leaks)"

struct list { 
   int val; 
   struct list *next; 
}; 

foo() { 
   struct list *head =  
               malloc(sizeof(struct list)); 
   head->val = 0; 
   head->next = NULL; 
   <create and manipulate the rest of the list> 
   ... 
   free(head); 
   return; 
} 
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Dealing With Memory Bugs"
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Dealing With Memory Bugs (cont.)"


